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Segmenty, horizontaly a vertikaly
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Jeden OS pre Siete aj BezpecCnost

Jediny vyrobca uznavany ako lider medzi SD-WAN a sietovym firewallom

ABILITY TO EXECUTE

Sept. 2021 Magic Quadrant for
WAN Edge Infrastructure

Fortinet Recognized as a Leader

Nov. 2021 Magic Quadrant for Wired &
Wireless LAN Access Infrastructure

Fortinet Recognized as a Visionary

Nov. 2021 Magic Quadrant
for Network Firewalls

Fortinet Recognized as a Leader

ABILITY TO EXECUTE
ABILITY TO EXECUTE

2 - NESS OF VISION As of September 2021 1
COMPLETENESS OF VISION As of September 202 COMPLETENESS OF VISION As of September 2021 COMPLETENESS OF VISION

As of August 2021 Gartner, Inc
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2022 Suhrn Hrozieb

Perforated Attack Surface
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Dihodobé strategické Trendy a Technoloégie
Reduced Complexity and Rapid Response

Threat Landscape Convergence of Networking Consolidation of Security
and Security Point Product Vendors

Security- Cybersecurity

Networking Driven Security

: Platform Approach
Networking

Proof points: Gartner Enterprise Networking Market Forecast Proof point: Gartner Cybersecurity MESH Architecture
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Gartner Cybersecurity Mesh Architecture (CSMA)
Gartner

MESH Benefits

Improved Organizational Risk Posture and
sharing of Policy and Threat Intelligence

Increased Speed to respond through automation
Reduced Spending on individual vendor licenses

Reduced staffing and training across many
different products

Security

Executive Guide to Cybersecurity Mesh, 2022 Felix Gaehtgens, James Hoover, Henrique Teixeira, Claudio Neiva, Michael Kelley, Mary Ruddy, Patrick Hevesi. As of October 2021

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from Fortinet. GARTNER is a registered trademark and service mark of Gartner, Inc.
and/or its affiliates in the U.S. and internationally and is used herein with permission. All rights reserved.
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Konsolidacia bezpecnostnych rieseni
Gartner Cybersecurity MESH Architecture (CMSA)

Cybersecurity Point Products

EPP
EDR

20 Vendors

Cybersecurity Platform Approach

4-6 Platforms
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Fortinet Technology Vision
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FortiOS
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Fortinet Security Fabric

Zero Trust Access

Security-Driven

Cybersecurity Platform to Enable Digital Innovation

Fabric Management

Adaptive Cloud

Fabric Management

Networking Center | SOC Security Center | NOC
. . - . o .
FortiNAC ° FortiGate SD-WAN —31| FortiXDR FortiGate VM —7 FortiManager
Enforce dynamic network access ’é" Application-centric, scalable, and . | Collect, normalize, and correlate NGFW w/ SOC acceleration and Centralized management of your
N t . 18 Jj h . " ! g ) I
control and network segmentation ) Secure SD-WAN with NGFW data across security controls industry-leading secure SD-WAN \ Fortinet security infrastructure
e ) . . e ) 1 ' ) . - .
FortiAuthenticator FortiGate FortiEDR FortiMail FortiCloud
E;) Identify users wherever they are NGFW w/ SOC acceleration and g Automated protection and M Secure mail gateway to protect Protect and deliver data and apps
and enforce strong authentication industry-leading secure SD-WAN orchestrated incident response against SPAM and virus attacks in the Cloud and on-premises
e ) ST e ) 1 . e ) . . . .
FortiClient FortiSwitch o ./ | FortiSIEM FortiWeb FortiMonitor
@ Endpoint integration, visibility, and x Deliver security, performance, and 7 =* | |Integrated security, performance, @ Prevent web application attacks Analysis tool to provide NOC and
protection across entire network manageable access to data { and availability monitoring against critical web assets SOC monitoring capabilities
. q 1 e ) . e ) . .
FortiToken Mobile FortiAP / FortiSOAR FortiCASB FortiAlOps
u One-time password application ((.)) Protect LAN Edge deployments Automated security operations, Prevent misconfigurations of SaaS Network inspection to rapidly
with push notification with wireless connectivity \_, analytics, and response applications and meet compliance analyze, enable, and correlate
. H ’ i
——— | FortiExtender FortiAnalyzer 'I FortiADC
Surveillance & i Extend scalable and resilient LTE Correlation, reporting, and log }| Application-aware intelligence for
Communications and LAN connectivity management in Security Fabric \ distribution of application traffic Open Ecosystem
e ) 1 e ) . e ) .
— ] FortiSASE % | FortiSandbox FortiCWP
FortiRecorder Secure access service edge to Secure virtual runtime environment Manage risk and compliance
Platform for management of deliver security everywhere IQI to expose unknown threats through multi-cloud infrastructures .7 Extended Fabric
e/  N— \—/
cameras, systems, and storage
——/ Ecosystem
) ; ) . . N
— ] A&RA| FortiProxy C FortiDeceptor FortiGSLB
FortiCamera ‘ o Enforce internet compliance and Discover active attackers inside Ensure business continuity during
Centrally-managed HDTV-quality o granular application control m with decoy assets unexpected network downtime
security coverage reliability
. H i
— . | Fortilsolator FortiAl FortiDDoS
FortiVoice ‘ Maintain an “air-gap” between Accelerate mitigation of evolving Machine-learning quickly inspects
Centralized control and simplified browser and web content threats and threat investigation all Layer 3, 4, and 7 packets
management of phone systems .
— Content Security
e ) 1 e ) . . . A .
—— ) N FortiPresence ® FortiGuard MDR Service FortiCloud Networking Web Security | Advanced SOC/NOC
Eobrtllt:lt')jnpi R o @ Reall—?me Io%aﬂonttrends, \éi::litor Morllitor and htuntI for threat:T; p Madnage _netwt%rk 30ﬁe§s, lassets, User Security Device Security
obus ones Wi udio for g -
e o analytics, and heat mapped flows analyze events; leverage alerts and services through single-pane
FortiPhish
Informative simulation to educate
internal users of potential threats SOC & NOC User Security
AER
H =

Icons on this document link to additional information

© Fortinet Inc. All Rights Reserved.



Boj proti hrozbam v
realnom case
pomocou
koordinovanej
ochrany s podporou
umelej inteligencie

FortiGuard Threat Intelligence
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FortiGuard Al-Powered Security

Portfolio
Content
Web « Al SandbO).( & EDR Behavior
« URL Filtering * Polymorphic Anti-Malware | Antivirus
+ DNS security * Mobile Malware
+ Secure Web Gateway + Credential-stuffing defense
« Phishing
+ Geo-location
* In-line CASB
* Anti-spam
NOC/SOC
FortiGuard Labs Decoys

* 10C Ingestion and Search

* Advanced Forensics & Threat Hunting

» Al-powered investigation & Automated
Integrative IR

+ Outbreak Detection services (FAZ, FCT, FOS)

» Automated playbooks and remediation

» Fabric Rating Proactive Assessments
and Simplified Migration

* Real-Time Security update

* Al & Machine Learning models
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data lakes

» Zero-Day discovery

* Outbreak Alerts

« Threat Monitoring and
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Open Ecosystem

500+ Best-in-class integrated solutions for comprehensive protection
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VAROVANIE NBU °

Ohrozenie kritickej infrastruktury SR

Varovanie pred zvysenym izikom kybernetickch bezpecnostnych utokov
21. juna 2022

Narodné centrum kybernetickej bezpeénosti SK-CERT varuje pred zvySenym rizikom kybernetickych bezpeénostnych utokov a
to najma na infradtrukturu prevadzkovatel'ov zakladnych sluzieb a prvkov kritickej infrastruktury.

Pokracujuca vojna na Ukrajine je priznacna nie len devastujucimi fyzickymi utokmi Ruska na infrastrukturu a obyvatelstvo
Ukrajiny, ale aj kontinualnymi kybernetickymi utokmi ako na infrastruktiru Ukrajiny, tak aj na infrastrukturu ¢lenskych Statov
EU a NATO. Z dévodu, Ze Slovenska republika je élenskym $tatom EU a takisto aj NATO, zvySuje sa riziko, Ze Gtognici sa pri
svojich aktivitach zameraju aj na kyberneticky priestor Slovenskej republiky. Narodné centrum kybernetickej bezpecnosti preto
vyhodnocuije riziko kybernetickych bezpecénostnych utokov na infrastrukturu prevadzkovatelov zakladnych sluzieb a prvkov
kritickej infrastruktary ako vel'mi vysokeé.

V suvislosti so znizovanim tohto rizika je potrebné, aby prevadzkovatelia zakladnych sluzieb a prvky kritickej
infrastruktury bezodkladne vykonali preventivhe bezpe€énostné opatrenia, minimalne v nasledujiucom rozsahu:

https://www.sk-cert.sk/sk/varovanie-pred-zvysenym-rizikom-kybernetickych-bezpecnostnych-utokov/index.html
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https://www.sk-cert.sk/sk/varovanie-pred-zvysenym-rizikom-kybernetickych-bezpecnostnych-utokov/index.html

BezpecCnost prevadzky sluzieb, systémov a sieti

zavedte zvysSeny monitoring sieti a systémov so zameranim sa na neStandardné a neoCakavané aktivity,
monitoring vzdialenych pristupov do siete a zatazenia sietovej prevadzky. Odporuéame, aby takyto monitoring
fungoval v rezime 24/7,
monitorujte a na pravidelnej baze kontrolujte pristup tretich stran (dodavatefov, management service providerov)
a limitujte takyto pristup len na nevyhnutné minimum,
obmedzte vzdialeny pristup do vasej siete a systémov a ak su takéto pristupy nevyhnutné, monitorujte vzdialené
pristupy, obmedzte privilégia vzdialenych pouzivatelov, vynucujte viacfaktorovu autentifikaciu a na vzdialeny
pristup pouzivajte VPN,
nespristupnujte priamo na internete sluzby vzdialeného pristupu ako su RDP, SSH, VNC, telnet a podobne,
zakazte vSetky porty a protokoly, ktoré nie su potrebné na prevadzku sieti, systémov a sluzieb,
zmapujte vsetky verejné sluzby vasej organizacie, vystavenych do internetu a nasledne:

o uplné vypnite nepotrebné a nepouzivané systémy
aktualizujte zastarané systémy
preverte UcCty a heslové politiky na systémoch, pristupnych z internetu,
odstrante staré ucty

o

o

O
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e Pripravte sa na hrozbu DDoS utokov na L3/L4 urovni a takisto aj L7 urovni (odporu¢ania nizSie su zamerané prave
na ochranu proti takymto utokom na L7) a to nasledujucimi spésobmi:

o vyuzite CDN (Content Delivery Network) na prevadzku webovych sluzieb

o maijte vytvorené zalozné lokality vasich systémov a sluzieb, resp. ich redundanciu,

o do internetu publikujte statické webové stranky, idealne v externej hostingovej spoloénosti (redakény
systém, inStalovany vo vnutornej sieti nepristupnej z Internetu vygeneruje HTML subory, obrazky a styly,
ktoré su nasledne prenesené na hostingovu sluzbu)

o strikine oddel'te citlivé udaje a prevadzkovo kritické aktiva od verejnych webovych stranok

o odporu€ame zvazit pouzivanie sluzieb na DDoS ochranu — existuju dokonca aj sluzby, ktoré zakladnu
ochranu proti DDoS utokom (Specificky proti L7 vrstve) poskytuju zdarma. Typicka DDoS ochrana od ISP
spravidla nie je ochranou proti DDoS na L7 vrstvu. Preverte si so svojim poskytovatelom internetu, ¢i vam
takuto ochranu zabezpecuje a v akom rozsahu.

o implementujte bezpe€nostnu infrastrukturu, schopnu filtrovat’ IP adresy uto¢nika vo velkom objeme

o implementujte WAF

e svoje e-mailové systémy zabezpecte vyuzitim roznych bezpeénostnych metéd (napriklad SPF a DKIM,
antispamoveé filtre). Nakonfigurujte mailovy server tak, aby sa Skodlivé a podozrivé maily nedostali do schranok
pouzivatelov

VAROVANIE NBU *
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Riadenie bezpecnosti

e preverte ucinnost vasho zalohovacieho manazmentu, aktualizujte vase zalohovacie procedury s vyuzitim
pravidla 3-2-1,

e preverte a aktualizujte va§ manazment pristupov, odstrante vSetky staré a nepouzivané konta, oomedzte
pristupy jednotlivych pouzivatelov v zmysle pravidla ,need to know",

e politiku hesiel aktualizujte tak, aby zakazovala pouzivat rovnaké hesla na r6zne sluzby a aby vynucovala
pouzivanie silnych hesliel alebo heslovych fraz. Toto opatrenie je potrebné zaviest nie len z procesného, ale aj
technického hfadiska,

e implementujte a vynucuijte viacfaktorovu autentifikaciu, vratane e-mailovych sluzieb a VPN
sluzieb. Odporu¢ame vyhnut sa SMS overovaniu. Pouzivajte také autentifikaéné spdsoby, ktoré su odolné vodi
socialnemu inzinierstvu (napr. fyzické tokeny),

e preverte politiku aktualizacii softvéru a firmvéru a bezodkladne vykonajte aktualizaciu vSetkych systémov a
sluzieb, predovSetkym bezpecnostnymi zaplatami. Pre zistenie rozsahu zranitelnych systémov vykonaijte
skenovanie zranitefnosti dostupnymi nastrojmi,

e pri pouzivani cloudovych sluzieb sa uistite, Ze spinaju bezpeénostné standardy minimalne v rozsahu
bezpecnosti vasich vlastnych systémov — viacfaktorova autentifikacia, politika pristupov, pristup cez VPN a
podobne. Cloudové sluzby nie je mozné vyuzivat’ ako ulozisko kritickych informacénych aktiv (napr. obchodné
tajomstva, osobné udaje, plany infrastruktury, klasifikované informacie a podobne),

ama | \(ARLOVANIE NBU *
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Riadenie incidentov

e preverte a aktualizujte procesy riadenia kybernetickych bezpe¢nostnych incidentov a uistite sa, ze
zamestnanci vedia, koho kontaktovat v pripade podozrenia na incident,
e pri zisteni kybernetického bezpecnostného incidentu:
o bezodkladne rieste incident,
o pri rieSeni incidentu zaistite vSetky potrebné ddékazy pre dalSie ucely (napriklad trestné konanie),
o nahlaste incident Narodnému centru kybernetickej bezpecnosti SK-CERT a komunikujte s SK-CERT pri
rieSeni incidentu,
o zabezpecte dostupnost’ kfucového personalu v oblasti prevadzky a riadenia kybernetickej bezpeénosti,
e uistite sa, Zze vaSe BCM plany a plany obnovy po havarii su funkéné. V pripade akéhokolvek negativheho
nalezu alebo neuspesného testu aktualizujte tieto plany tak, aby v praxi bolo mozné obnovit' prevadzku v ¢o
najkratSej dobe,

VAROVANIE NBU *

= m Ohrozenie kritickej infrastruktary SR

-mw © Fortinet Inc. All Rights Reserved. 27



Bezpeclnost pouzivatelov

e Poucte svojich zamestnancov o rizikach kybernetickych bezpe€nostnych incidentov a informujte ich o zvySenom
riziku utokov. Vzdelavacie aktivity robte adresne, podla roli a zodpovednosti jednotlivych zamestnancov:ni
o bezni pouzivatelia — principy socialneho inzinierstva a ako sa proti nemu branit,
o administratori — pravidla bezpec¢nej infrastruktury
o kyberbezpecénostni Specialisti — Specializované bezpecnostné vzdelavanie
« Skolenia (podra role jednotlivych pouzivatelov) opakujte na pravidelnej baze,
e Pravidelne vykonavajte phishingové testy a cvi€enia v oblasti kybernetickej bezpeénosti (blue vs. red team,
tabletop)

VAROVANIE NBU * °
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