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@ F From Subject
_JApple ACTION REQUIRED!
ACTION REQUIRED! |

General | Details

Internet headers for this message:

Feceived: from esa.dcloud. cisco.com [198.19.10.148) by maill »
[198.19.10.2) with Microzaft SMTP Server id 14.1.438.0; Mon, [
14:02:24 +0100

IronPort-5DR: GY1vel 3misZ) AhsulR 44 200 8HpoF OFSDIH
WakuBy /BEHIRHGM w++07 D lgawiE gk B 41w S seCaviuneD 30
HYUFEyFFoEY qqCulE RPhetivtfoPouzgdlf9apol aLhBBydHy
#PBCPpRl=iS U ol 7R g/ 3N BMICIKISAN 3T wExM T npPILFkyg’
TOkH=CrodstawiyT nnT s2j=T +

-Amp-Result SKIPPED[no attachment in meszage)

Received: from attacker.deloud. cisco.com [HELD attacker] [[1!
by eza.dcloud. cizco.com with ESMTP; 29 Apr 2019 13:02:24
Received: from [::1] [helo=attacker. deloud. cisco.com) by,
[E wimn 4.8E) [envelope-from <support@apple.com:] id

manageri@dcloud. cisco.com; Mon, 23 Apr 2019 09:02:23 -04C

Meszage-D: <971914.697063284-2endE mail@attacker:

From: &pple <support@apple. com3|

T "manageri@dcloud. cizco.com' <manager@dcloud. cisco. oo

Subject: ACTION REQUIRED!

Date: Man, 29 Apr 2019 13:02:23 +0000 B

4 1 | r

m

[ Message Source... ]

[ 0K H Cancel ]

ACTION REQUIRED!
Apple Gsupport@apple.corm)  Add contact

‘019 1:02 PR

Tor manager@dcloud.cisco.corm;

Dear User,

The following changes to your Apple ID, manager@dcloud.cisco.com were
made today

Credit card updated: ACTION REQUIRED!

Your credit card data may have been breached. In order to protect your security,
you must immediately update your secure profile using the attached account
update tool. Failure to comply will result in immediate suspension of your account,
and you could be at risk of losing iCloud backup data including music, photos and
backups

Account Update Tool

Sincerely, Apple Support

Email je stale Cislo 1 pre pocCiatocné kompromitacie koncovych zariadeni!

m



Securing Inbound Email: Layers of Defense
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Cisco Integrovana Kyberneticka Bezpecnost

Detekcia -> Karanténa -> RieSenie bezpecnostneho incidentu
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Cisco Threat Grid = Sandbox + Threat Intelligence

Malware Analysis / Threat Intelligence

e Sl
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ﬁ ke ﬁ
An automated engine observes, deconstructs, and
analyzes using multiple techniques
Malware Analysis Threat Intelligence
« Automated Analysis ‘  Threat Score
« Static » Behavior Indicators
* Dynamic » Observables
» Global Correlation * Analysis Reports

Provides a single solution delivered multiple ways: through the cloud, as an on-premises solution, or
integrated into security technologies such as AMP (Advanced Malware Protection).
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Cisco Threat Response - vyhladanie 10C (Indication of Compromise)

Investigation 1 of 1 enrichments complete
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Cisco Threat Response - trasovanie 10C cez siet

Investigation 1 of 1 enrichments complete
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Cisco Threat Response - trasovanie 10C cez siet

Investigation 1 of 1 enrichments complete
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Cisco Threat Response - trasovanie 10C cez siet

Investigation 1 of 1 enrichments complete
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Cisco Threat Response - trasovanie 10C cez siet

Investigation 1 of 1 enrichments complete
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Cisco Threat Response - analyza ciela

Investigation 1 of 1 enrichments complete
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Cisco Threat Response - analyza ciela

Investigation 1 of 1 enrichments complete

g

What can | search for?

&1 ®o

Targets v Observable v Indicators
8CY °@ e 6@ © i+
B a ta@e( email = target email g i
oL TRy ccv 1argat emal P g Y target process.email-service  target network.gateway
SHA256 VLNESA6072941_4219D0.. Vv fme.ashes.cc vV
36d007b v
File Name
1.0000f7 v »
2 Bq Two of four recipients have .
~
E 3 H f' I 3021V
received and acted on a file
Al 6978262 Vv
721beel Vv »
’

-

target endpoint
05X 10145V

domain
cisco mid

i [ 3023 y mail.ru v
File Name File Path File Path @ F
target endpoint — —

i .V lusers/dkazako.. vV [c:fusers/dkaz.. vV
Windows 10, SP 0.0+ ] E5timate.uig16.. =

email subject

Re: EICAR v 192.168.30.6 v

@o

Domains

G

<

email

._’@

email
dkazakov@ashes... vV

@
=
email
dankazakov@ash... V'

=

File Hash v

»
o)

email
mkazakova@ashe... V'

|
@

email
akazakova@ashe... v

@

domain
gmail.com v

v
email subject e

My Test Report V' 209.85.166.52 VvV



Cisco Threat Response - sled udalosti v case
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Cisco Threat Response - bloknutie na par klikov
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Cisco Integrated Threat Defense

Share intelligence across network, cloud, web, email, and endpoints to see
once & block everywhere.

Threat Grid
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