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hrozieb

= potreba dobrej viditelnosti siete
= odhalenie anomalii v spravani pouzivatelov - umyselné alebo nahodné
= detekcia hrozieb v realnom case

= reakcia naincidenty, rychla a presna forenzna analyza
= sulad s predpismi (1ISO27000, ZoKB, ...)
= uchovavanie zaznamov o odhalenych anomaliach




Architektura | 1 ALTER
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Stitching =1 ALTER

10.2.2.2 port 1024

10.1.1.1 port 80

10:20:12.221 eth0/1 10.2.2.2 1024 10.1.1.1 1025
10:20:12.871 eth0/2 10.1.1.1 80 10.2.2.2 1024 TCP 17 28712
10:20:12.221 10.2.22 1024 10.1.1.1 1025 28712 EEE

eth0/2



Deduplikacia = ALITER

10.1.1.1 port 80

Router A: 10.1.1.1:80 = 10.2.2.2:1024

Router B

Router A Router B: 10.2.2.2:1024 = 10.1.1.1:80 e

Duplikacia
Router C

10.2.2.2 port 240




Host Groups 1 ALTER

" znizenie false-postive pri spravnej klasifikacii zariadeni
= schopnost segmentovat siet a pouzivatelov do logickych skupin

= automatizacia hostitelskych skupin

= poskytuje metddy na hlasenie akychkolvek anomalii nad danymi
skupinami




Definovanie vlastnej siete, aby sme ju =1 AUTER
mohli chranit

w stealthwatch.demo () v Servers (-)

Configure Deploy v @ Inside Hosts () Antivirus Servers (-)
e Catch All () Application Servers ()
Network Classification Blackhole () Backup Servers ()
> Business Units (-) BigFix )
Host Group Management - By Function () Confidential Servers ()
Access Points () Database Servers (-)
Applications BC Authentication (-) DHCP Servers ()
_ »  Client IP Ranges (DHCP Range) () DNS Servers ()
Pollcy Management DMZ @ Domain Controllers@‘
NAT Gateway () File Servers ()
Network Scanners (-) FTP Servers (-)
> Other () Mail Servers ()
Printers () NTP Servers (-)
Protected Assets (-) SMS Servers ()
Proxy @ SSH Servers @
v Servers () Terminal Servers (-)

Amsiviiviin Camomun £ Web Servers @




Klasifikacia serverov podla funkcionality =1 aurer

Dashboards Monif

Network Security

Cognitive Threat Analytics

Sort Classifiers By: Host Classifier | DNS Servers @ o
last 5 h
Stealthwatch Cloud \ Suggested v ‘ (estrun® hous 260/
H Enabled on Auto Classification OFF
Host Classifier ) Web Servers 86 Suggested (5) Confirmed (0) Excluded (0) . u i i O
Visibi”ty Assessment | DNS Servers 5 Confirm that these hosts belong to the DNS Servers host group, or exclude them from future suggestions for this search.
ETA Cl'y ptog I'aphiC Audit L. Exchange S IP ADDRESS Host Name Host Group(s) Count ¢ Last Suggested
] e
) ] L #] [momemvenr &[]
NTP Servers 2 (]  10.201.0.16 - Domain Controllers 4488 11/26/2018
DHCP Servers, Domain
DHCP Servers 1 ) 10201015 - Conrollers 3467 11/26/2018

End User Devices, DNS
Mail Servers 0 D 10.10.30.16 -- Servers, Domain Controllers, 2537 11/26/2018
Desktops, New York

g DNS Servers, Domain
10.10.30.1 -- ’ 204 11/26/201
Domain Con 0 D ° Controllers, New York 046 126/2018

OJ 10.201.1.239 -- Catch All 1302 11/26/2018




Komunikacia na nezname DNS servery

SEARCH TYPE

Top Hosts

Subject

HOST IP ADDRESS

ex. 192.168.10.10 or 1192.168.10.10

HOST GROUPS

Outside Hosts X

v Advanced Options @

SUBJECT ORIENTATION
O Either O Client (® Server

TIME RANGE *

8 Last Hour

Connection

PORT / PROTOCOL

APPLICATIONS

DIRECTION

Total

FLOW COLLECTOR NAME

SEARCH NAME *

Top Hosts on 11/26/2018 at 7:51 PM

Peer

HOST IP ADDRESS

ex. 192.168.10.10 or 1192.168.10.10

HOST GROUPS

Inside Hosts X

= |
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Komunikacia na nezname DNS servery  =1AUTER

Top Hosts Search Results (51)

Edit Search Save Search Save Results ‘ ‘ Start New Search

Subject: 100% Complete Delete Search
Connection: 53/udp (Port [ Protocol)

Manage Columns Export Vv

% OF BYTES HOST IP ADDRESS HOST NAME HOST GROUPS HOST ROLE PACKETS FLOWS PEERS HOST BYTES RA...

31.18% 64.14.29.84 (O -- United States Server 1.23M 4 2 %956%
B 64.14.29.82 (O -- United States Server 881.39K 3 2 co6a%
Bs1e 8.26.206.253 () -- United States Server 480.64 K 2 2 %9.92%




Definicia alarmu na nezname DNS servery =1AUTER

TECHNOLOGIES

1l

NAME * DESCRIPTION STATUS

NO DNS to Outside except DNS servers NO DNS to Outside except DNS servers . OFF

When any host within Inside Hosts except those within DNS Servers communicates with any host within Outside Hosts; through 53/UDP, an alarm is raised.

FIND ©® ACTIONS

SUBJECT HOST GROUPS Inside Hosts X [2Xe==38 ! DNS Servers X ® AND A Alarm when a single
o

flow matches this

event.
PEER HOST GROUPS @ Outside Hosts X ® AND

PEER PORT/PROTOCOLS 53/UDP X ®



Korektna komunikacia na DNS servery =1 AuTER

a

0,*60

x

Podvrhnuty

DNS server @ DNS Server

Internal
Devices




Cognitive Traffic Analytics 1 ALTER

"= CLOUD sluzba detekuje podozrivd komunikaciu v sieti
" reaguje na vyskyt anomalii alebo neobvyklé spravanie pouzivatelov

"= podozriva komunikacia je odosielana do cloud-u, na analyzu a
vyhodnotenie (metadata)

= schopnost odhalit skodlivy kéd aj v zasifrovanej komunikacii -
Encrypted Traffic Analytics




Encrypted Traffic Analytics 1 ALTER

HEALTH STATUS

CRITICAL HIGH / TOTAL AFFECTED
2s I - = takmer 90% v3etkych tokov (Flows) je
Sifrovanych a mozZu obsahovat skryté

RELATIVE THREAT EXPOSURE h ro Z by
WITHIN UNSPECIFIED SECTOR £ WITHIN SIMILARLY SIZED COMPANIES GLOBALLY
average high \ above\
average o, . ,
=  pouzivanie zastaraného TLS 1.0 so
SPECIFIC BEHAVIORS @ HIGHEST RISK @ TOP RISK ESCALATIONS @ Z n a’ m y m i C h y b a m i
O Ransomware 1 a e P *
. w @uuewe L @opmee
Ad injector 30
Malicious advertising 39 10.21.142.19 & w e 10.21.205.97 @& 8 m pnb“ine 5000 udalosﬁ bolo
licious content distribution O Ransomware 1l Jun 11 s ’ s
R - s I zredukovanych na 390 vyznamnych
Spam tracking T~ * 7 7 . ’ v .
oy scom 1 . 102122175 udalosti, vdaka strojovému uceniu
e 10.21.142.107 of Jun 13

A today © 2days




=1 ALTER

Dakujeme

Viac informacii na:



