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The new normal is a hyper-distributed, extremely
diverse IT landscape




Credential compromise Supply chain attacks

Advanced Persistent Ransomware
Threats
Spyware / Malware Supply chain attacks Crypto-mining
Unpatched Software Data / IP Theft
Wiper Attacks Malvertising
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Stop advanced threats like ransomware

Most attacks use a sequence like this...

e

2e m - 010110

Email DNS 110010
001011
A well-tailored Which goes to Which leads to a That process will
and personalized a questionable strange process connect to
email causes a web site... being created another machine
user to click... locally on the or directly to their
user’s device... data

T1055: Process Injection

T1566: Spear Phishing T1189: Drive-by Compromise T1210: Exploitation of Remote Services

[ (2 Cisco XDR }
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Why do we need

XDR?
ESG reports

experienced an

Medium-sized businesses are incident that could 84 % of organizations claim
using 50-60, and large have been prevented improving efficacy and
organizations or enterprises are if security operations efficiency of SecOps is
using over 130 tools on average were improved. ' a top 5 priority.
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An XDR Is as good as its outcomes

Where are we most exposed to risk?
How good are we at detecting attacks early?

Detect Sooner

Are we prioritizing the attacks that represent

Prioritise by lmpaCt the largest material impacts to our business?

How quickly are we able to understand Com press Investigation Time
the full scope and entry vectors of attacks?

How fast can we confidently respond?

Accelerate Response How much can SecOps automate?
Are we improving our time to respond?

Do we have full visibility into all our assets?
Can we reliably identify a device and who uses it?

Extend Assets Context

alvaln _ . _ _ _
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High level architecture

ol Extended Detection Response
AL LD
ciIsco ) , \ - <
Raw Telemetry , , _
: >
EVIRUSTIOTAL % Network Events , Anomaly Detection Automated Workflows
SentinelOne i i
(i) sentinelone @ | Attack Chaining Incident Tnggered)
> [ Email Threat Intelligence Pivot Menu Actions
O _ > Incident Creation Scheduled
"= @ ExtraHop @ |dentity . > . .
N Enrichment Incident Prioritization Solution Agnostic
. For End point ﬂj}z Fll’ewa“ )
proofpoint Automation Rules _ _
JL . Device Context > Rapid Containment
/,exabeam | 2§85 Endpoint > | Automatic Enrichment
\ J

Cross domain alert detections and

Multi-vector telemetry ingest network, Automated or user triggered
attack chaining with automated incident

prioritization and enrichment

cloud, endpoint, email, and more from
Cisco and 3rd party

responses to block observables using
any integrated technology

A

v

Al driven at every stage, Detection,
Response and Incident Management

IR LD
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Extended context

Telemetry sources for Cisco XDR

Flexible integration for existing infrastructure

Integrations
) User Insights
e, Y Amazon
CISCO GuardDuty
Microsoftv Defender pI‘OOpriI‘It DeVI Ce | nSIg htS
For End point
@ExtraHop (I SentinelOne
/4, exabeam NGROWDSTRIKE € Investigation
J
i Event
Intelligence 5)
TadLos < Investigation Threat Intel S
P Pulsedive

> ] VIRUSTOTAL

cIsco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco

APIs
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Flow Logs

\-—;,

() A\ Azure

Google Cloud

Public Cloud
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Extended context

Devices

Extends the integration framework to collect
data about device inventory and posture.

« Unigque combination of data from security
products and traditional device managers.

« Results in a unified asset inventory that can
be used to provide context to investigations
and meaningful reports.

« FEach device has a single page of information
about it, merged from all sources.

- Allows defining a device’s “value” which is
used when scoring XDR incidents.

cIsco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

<« Back to Devices

Details

Operating System == Windows 11, SP 0.0 (Build 22631.3296)

Managed Yes

Model VMware

Last Active 2024-04-08721:05:24.000Z

Local IPs 192.168.249.111, fe80::aab3:ff80:15bd:f052
Public IPs. 64.102.255.47, 64102.255.40, 173.38.117.84

23 Windows Security Center

Firewall Windows Firewall (S Disabled & Up to Date
Automatic Updates © Enabled
AntiVirus Cisco Secure Endpoint @ Enabled & Up to Date

Microsoft Defender Antivirus (9 Disabled @ Up to Date
AntiSpyware @ Enabled

User Account Controls © Enabled

& Meraki Systems Manager - ExplorCorp

Meraki Systems Manager UID 784752235069323297

Last Seen 2024-04-07T722:46:25.0002

App Users EXPLORCORP\marble

Tags recently-added

Auto Tags geo_compliant pc  windows_agent_enrollment

windows_profile_enrollment

View full details

J
-@ Orbital - ExplorCorp

Orbital UID ebb3a111-c405-4d43-bc80-11f4b6bfb33a

Last Seen 2024-04-08T03:42:40.757Z

Location

Associated Users

Macs

Hardware Id

Serial Number

Marble—W|N11_explorcorp.com [ + Add Labels ] [ Device Value: 10 (Default value) ] = Refresh from Orbital Live Query

Herndon, VA

EXPLORCORP\marble, tme, marble

00:50:56:be:18:25

4140a80f-a80b-492a-9d7f-aBeeBa557d12

vmware-42 3e 59 d7 09 72 6f 57-89 0f 70

}o cisco Secure Endpoint (AMP)

Definitions
Isolation
Orbital

Connector GUID

@ Secure Client

Secure Client UID

Last Seen

Deployment

CSC Version

Secure Endpoint Version
Cloud Management Version

Modules

CSC UDID
AC UDID

Serial Number

@ Definitions Up To Date
% Not Isolated
® Not Enabled

ebb3al111-c405-4d43-bc80-11f4b6bfb33a 7

affB8649c-7d06-4bed-9b1b-f3ald67!
2024-03-15T04:33:24.401Z

Breach Defense

51142

8.2.1.21650

1.01.400

Cloud Management v.1.0.1.400
Cisco Secure Endpoint v.8.2.1.21650
AnyConnect VPN v.5.1.1.42
Umbrella v.51.1.42

Network Visibility Module v.5.1.1.42

aff8649c-7d06-4bed-9bib-f3a1d67!

vmware-42 3e 59 d7 09 72 6f 57-89



Users

Source health @ Healthy Users 25 total

Exte nd ed CO ntext All sources are operational

0 Guests 0 Groups

[Q ] = Filters 25 matching results & Export to CSV

Account type @

[]
Sl SIS WEAR
. . X . orcorp.com,
Eric Rennie eric.rennie@explorcorp.com . ) 2023-07-10T12:08:00.000Z Member
errennie@cisco.

com

Display name Login names Emails Department * Manager Last logon

) ) flint@expl .
flint flint@explorcorp.com Cg'm@exp oreorp 2024-03-07T16:17:17.000Z Member

grebarne@explo
Greg Barnes grebarne@explorcorp.com reorp.com 2023-10-16T14:29:14.000Z Member

hanna.jabbour@

Leverage the integration framework to collect
data about user inventory and posture ) Hanna Jabbour hanna.jabbour@explorcorp.com explorcorp.com 2023-04-17713:38:14.000Z Member

) iaredden@explor
lan Redden iaredden@explorcorp.com Member
corp.com

JournalNDR@ex
JournalNDR JournalNDR@explorcorp.com Member

« Results in a unified asset inventory that can

marble@explorc

be used to provide context to investigations marsle marble@explorcorp com
a n d m ea n in g fu | re p O rtS - matt.vanderhorst@explorcorp.co matt.vanderhors

Matt Vander Horst t@explorcorp.co 2023-05-25T15:36:03.000Z Member
m

m

- Each user has a single page of information
about it, merged from all sources.

. . . . ike. llist
Mike McAllister mike.mcallister@explorcorp.com mike.meallister@ 2023-04-26T17:50:20.000Z Member
explorcorp.com
overlord@explor

overlord overlord@explorcorp.com
corp.com

Member

« Allow User and Device data association with
d eteCti O n S a n d i n C id e n ts pradnya padaki pradnya.padaki@explorcorp.com ﬁexplorcorpco Member

quartz@explorco

quartz quartz@explorcorp.com rp.com 2024-01-16T15:01:46.000Z Member
b irene.r lorcor rebecca.irene.ro
Rebecca . Ross : accalrenaross@EXplorcorped o iiorcorpic 2023-04-06T20:21:32.000Z  Member
om
i.i.rei I
Remi I. Reid remi.i.reid@explorcorp.com remi..reid@exp 2024-04-05T15:54:30.000Z  Member

orcorp.com
alvaln _ o ) _ i
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential .
CIsco . ) robert.harris@ex
Robert Harris robert.harris@explorcorp.com 2023-04-06T15:51:59.000Z Member
plorcorp.com



Extended context

Supported sources for XDR Devices and ldentity

U R | B O

Duo Access Umbrella (DNS)

Duo Beyond ~ Secure Endpoint . / macOS Meraki SM Secure Client Orbital
Third Party
>
N 4 1 4
b = - «W

VMware
Workspace ONE
(formerly Airwatch)

CrowdStrike SentinelOne Microsoft Jamf Pro lvanti Neurons

Microsoft Defender .
Microsoft
Intune (formerly Mobilelron)

for Endpoint Azure AD

LD
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Extended context

Telemetry sources for Cisco XDR + NDR!!

Flexible integration for existing infrastructure

Integrations
) User Insights
i, Y Amazon
CISCO GuardDuty
@ Lot pefender proofpoint. Device Insights
"« @ ExtraHop () sentinelOne
/, exabeam \GROWDSTRIKE | ¢ Investigation
sue —
J
' Event
Intelligence 5)
TadLos < Investigation Threat Intel S
P Pulsedive R

> ] VIRUSTOTAL

Endpoint Data (NVM)

2 [ ]

L7 ju

—
° ~1)) |

J

Remote Workers

el
CIsco
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APIs

</>

Flow Logs

Flow Logs

T Flow

‘ Syslog

Cisco
Firewall

Logs

=2

Campus/Branch
Meraki and Catalyst

Flow Logs

\_—;,

a) A\ Azure

Google Cloud

Public Cloud

On-premises network

/| N\

L ' A

Network Data center Users

ISE

Mirror/SPAN

On-Prem Sensor

Cisco Telemetry

NetFlow/IPFIX

Firewall/Syslog

A A A A
w0 MG

Cisco Security | 13
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Network Detection and Response System

Multilayered machine learning

Combination of supervised and unsupervised techniques
to convict advanced threats with high fidelity

Behavioral modeling

Behavioral analysis of every activity
within the network to pinpoint anomalies

XDR

Extended Detection and Response with XDR. Advanced
analytics extends local detections with global
intelligence and integrations for accelerated response

—

~

o

(

Data collection

Rich telemetry from the existing
network infrastructure including
enhanced telemetry for encrypted

Ve

J

Endpoint Telemetry — e [

Device and process insight with flow
telemetry from Cisco Secure Client

cIsco © 2025 Cisco and/or its affiliates. All rights re served.

traffic analytics
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The network is the source of truth

Cloud Providers Internet Remote Worker
(extemal) (extemal) (extemnal)
@ = = ﬂ Flow information Packets
See it ALL! \ VDC/NSGFOW: ,% Network
I = v MS‘S”}W Source address 10.1.8.3
. AR | [ odule
A trace of every conversation \\\ | ," Destination address 172.168.134.2
+  Agentless information collection “
\\__-/,Hrewans Source port 47321
«  Remote worker endpoint data Ss=ms A\ Flow Collector  Destination port 443
collection (NVM) NetFlova : i ./?\. Interface Gi0/0/1
. R
«  Cloud Telemetry ingest (Flow Logs) AN P TOS 0x00
NP _
- East to west and north south visibility T ‘1 Cisco IP protocol 6
(Cisco FTD logs and NSEL) BREERANC Next hop 172.168.25.1
. . : _ TCP flags OxTA
- Light meta data collection using I% Switches J
the existing infrastructure e/ \ source SGT 100
- Capture enhanced NetFlow from e )
. 2 ETA meta data IDP | SPLT
Cisco ASR, ISR, Catalyst 9000, —— — —
and Meraki platforms L?%a%%”%m Internal server Application name NBAR SECURE-FTTP
o 172.168.134.2 Process Name chrome.exe
Process Account User Acme/john

LD
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End-to-end visibility infrastructure

User Device
@
A
Switch

Catalyst 2960-X (v9/IPFIX)
Catalyst 3650/3850 (v9/IPFIX)
Catalyst 4500E (v9/IPFIX)
Catalyst 6500E (v9/IPFIX)
Catalyst 6800 (v9/IPFIX)
Catalyst 9200 (v9/IPFIX)
Catalyst 9300 (v9/IPFIX ETA)
Catalyst 9400 (v9/IPFIX ETA)
Catalyst 9500 (v9/IPFIX)
Catalyst 9600 (v9/IPFIX)
IE3000 (v9/IPFIX)

IE4A000 (v9/IPFIX)

IE5000 (v9/IPFIX)

el
CIsco

Server Switch Router Cloud

® 5 g O

Firewall Data center  Server Identity Services
switch Engine
_'Q’. = = @
=

NetFlow Export is available across the Cisco portfolio

Router

Cisco ISR 4431 (v9/IPFIX ETA)

Cisco CSR 1000v (V9/IPFIX ETA)

Cisco ASR 1000/1001/1002 (v9/IPFIX ETA)
Cisco ASR 9000 (v9/IPFIX)

Cisco WLC 5520, 8510, 8540 (v9 Enhanced)
Catalyst 8000 (v9/IPFIX ETA)

Catalyst 9800 (v9/IPFIX ETA)

Meraki
MX/Z (v9 Enhanced v14.5)
MS390 (IPFIX Enhanced/ETA v15.1)

Data center switch Cloud
Nexus 1000v (v9/IPFIX) AWS
Nexus 3000 (sFlow) Azure

Nexus 7000 (M Series - v9/IPFIX) (Flow Logs via CTB)
Nexus 7000 (F Series- v9/IPFIX sampled)
Nexus 9000 Series (sFlow)

Nexus 9000 Series EX/FX (v9)

Servers, software
SNA Flow Sensor (V9/IPFIX ETA)
Cisco UCS VIC (V9/IPFIX)

Firewall
ASA 5500-X (NSEL,Syslog)
FTD (NSEL,Syslog)

Endpoint
Cisco Secure Client (IPFIX)
AnyConnect (IPFIX)

The above is a non-exhaustive list of Cisco exporters. For individual platform features, reference the Cisco feature navigator: https://cfnng.cisco.com/

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Extended context

MITRE Coverage
Map

Mapping to Tactics and Techniques
to Cisco Products XDR, Secure
Email Threat Defense, Secure
Endpoint, Secure Network Analytics
and Secure Malware analytics

Visibility on the coverage provided
by each product for each tactic and
technique.

Allow faster identification of gaps
and of possible routes to close
these gaps

Non-Cisco product integrations are
planned in future updates

cIsco © 2025 Cisco and/or its affiliates. All rights re served.

MITRE | ATT&CK Coverage Map

The MITRE ATT&CK® product coverage mapping data shown below is provided by Cisco Talos and the tactics and techniques repres

ATT&CK® Matrix for Enterprise from the Windows, macOS, and Linux platforms. The coverages shown in the map are associated witt
content for the indicated products but they do not reflect your specific product configurations or settings. Having visibility into a tecl

ensure detection or protection against all occurrences of the technique.

Filters

Cisco Breach Protection Suite

XDR Native ®

Secure Email Threat Defense

Secure Endpoint

Secure Malware Analytics

Select sources v Integrated Integrated Integrated
Resource Pri\
Reconnaissance Development Initial Access Execution Persistence Esci
4/10 Covered 5/8 Covered 9/10 Covered 10/14 Covered 20/20 Covered 14/14
g
Gather Victim Acquire Drive-by Command and BITS Jobs Acces
Host Information Infrastructure Compromise Scripting Mani
Interpreter
EEE EEN [ ] | L] i
"
i
Gather Victim Compromise Exploit Public- Container Boot or Logon Ac
Identity Accounts Facing Administration Autostart Mani
Information Application Command Execution
EEN L] a

Persistence, Privilege Escalation

Create or Modify System
Process

T1543
Coverage

XDR Native
Network

. Secure Endpoint
- Secure Malware Analytics

. Secure Network Analytics

Description

Sub-techniques

T1543.001 Launch Agent

T1543.002 Systemd Service
T1543.003 Windows Service
T1543.004 Launch Daemon



Extended context

Investigate

One place to investigate across all your
integrated products

Interactive visualization of observables and
how they relate to each other.

Classification of “targets” versus “assets”.
Built-in response actions via pivot menus.

Dynamic timeline to filter events by a
date/time range.

Color-coded observables clearly identify
dispositions.

Investigations can be saved to share or to
view later.

cisco

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Example of investigating a previous incident

Carbanak 13 observables CTR investigation

[ Sources v ] { Disposition v ] C] My environment only
. 30Nodes
_ 1 Full screen oB) * Assets and Observabl... 94
] : @
+ o[} Ne) Assets 6 ~
— E - . El Endpoint
o B
® ,@f breach-ad2019.explorcorp.com @
)
°8 E{m) @“ El Endpoint
k9] . -
B o[y’ ) flint-win10.explorcorp.com @
9 B %) ol Q)o Device
]
# ol obsidian-WIN10 ()
b=
v
5 Om Device
L@
o[3) 0) fileserver @
5]
. Malicious . Suspicious . Common . Unknown . Clean . Asset
Indicators 1
© Timeline
“ " Cisco XDR Analytics (cisco-explorcorp-ea...
Suspicious Endpoint Activi... 4 events
70 '80 90 '00 10 20)
1950 - 1999 2000 -
Events
© My environment events only 80 matching results
First Seen Severity Source Indicators Observables Assets
@y calculator.exe (~)
@ 2024-04-05T19:17:2 Cisco XDR Analyti.. 7 Suspicious Endpoint Acti.. @y powershell.exe (<) © obsidian-WiN10 (%)
+7
0@ calnulamr.exe@
©® 2024-04-05T19:15: Cisco XDR Analyti... I Suspicious Endpoint Acti. @y powershell.exe () [E flint-win10.expl.. (~)
+8
@Y 13161dcf64451093efb2... ()
©® 2024-04-05T17:36: [ Unknown ] Secure Endpoint (7 O fc:fwindows/system32/... (2) © obsidian-wiNio (%)

+3



& Incidents
€D ncicentreporiea v Escalating Intrusion Clusters via Endpoint Exploits and Process

Reported by Cisco XDR Analytics (cisco-explorcorp-earth) 7 on 2024-05-07T20:17:11.779Z
View detailed description

@ This incident started on **2024-04-05 19:15:01 UTC** and ended on **2024-04-11 12:23:05 UTC** a total
span of approximately six days. The security alert chain indicated a series of suspicious and possibly
unauthorized activities within the company's network environment. Multiple devices were involved with
different groups of alerts pointing to suspicious processes, attempts at persistence, and potential defense
evasion tactics. less

Overview Detection  Response Worklog Report

Events
[ Type v ] [ Source N ] [ Severity v ] [:] e Important only 224 matching results
First Seen Severity Source Indicators Observables
LDAP Connection from S...
e 2024-04-19T23:11:0 Cisco XDR Analyti.. @ | DAP Connection from S...
" +40
< t‘ ‘ t | O | I ; Suspicious Endpoint Acti... 0.:, C:\Windows\System32\s... @
® 2024-04-19T23:11:0 Cisco XDR Analyti... 7 suspicious Endpoint Acti.. @ de85f29a8bc7219f10a4... (~)
+40 +5
e  2024-04-15T17:45:5 None Splunk 0108.62.141.250 ()
Suspicious Endpoint Acti... 05, c:\Windows\System32\s... @
® 2024-04-11T12:23:0 Cisco XDR Analyti.. @' syspicious Endpoint Acti.. @ svchost.exe (V)
+40 +7
LDAP Connection from S...
o 2024-04-11T12:23:0 Cisco XDR Analyti.. @ | DAP Connection from S...
+40
Potential Persistence Att...
e 2024-04-11T03:46:1 Cisco XDR Analyti.. 7 potential Persistence Att...
+40
Suspicious Endpoint Acti... (Pj fd69f2d3¢c8b306600fd5... @
o 2024-04-11T03:46:1 Cisco XDR Analyti.. § suspicious Endpoint Acti.. @ 51eb6455bdcag5d3102... (¥)
+40 +6
Behavioral Detection/Pre... @ powershell.exe (~)
ol e 2024-04-05T21:31: m Cisco Secure Endpoint Behavioral Detection/Pro... @-, c:\Windows\System32\... @
AL L
.CIS.CO' © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential +40 +1
Suspicious Endpoint Fin...
e 2024-04-05T21:31: [ High ] Cisco XDR Analyti.. @ guspicious Endpoint Fin...



Detections

Correlation with
attack chaining

« Alerts from XDR and integrated products
are correlated prior to becoming XDR
incidents.

« Alerts with common indicators are
combined into attack chains.

« New alerts are also appended to
incidents as they occur over time.

« Analysts can also link incidents together
for manual correlation.

« Attack chain are summarized with Gen Al

alvaln _ . _ _ _
cIsco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Attach Chain source of incidents

& Incidents

incident Reported ~  Escalating Intrusion Clusters via Endpoint Exploits and Process Mis

Reported by Cisco XDR Analytics (cisco-explorcorp-earth) 7 on 2024-05-07T20:53:37.498Z

View detailed description

@ This incident started on **2024-04-05 19:15:01 UTC** and ended on **2024-04-11 12:23:05 UTC** a total
span of approximately six days. The security alert chain indicated a series of suspicious and possibly
unauthorized activities within the company's network environment. Multiple devices were i... more

Overview Detection Response Worklog Report

«”" Expand

+ Process

450

6 Assets
TOP ACTIVE

obsidian-WIN10 ()

OS Version Issue
O evice

breach-AD2019.explorcorp.com ‘_/'

OS Version Issue

View all

129 events

39 events

134 observables View all

TOP ACTIVE

Y Malicious SHA-256
©415af393d9182435¢cc0886211babb40das11bfbdd... (~) 102 events

% Unknown File Name

DefenderUpgradeExec.exe ‘v 98 events

0@ Unknown File Path
W?\C:\Users\obsidian\AppData\Local\Temp\Defender... -f\:/:l 98 events



Cisco Al Assistant in XDR quickly guides you through

iINncident response

Analysts can start a natural
language conversation over a
security incident to understand:

« Full scope of the incident

« Affected users and devices
- Key artifacts and indicators
« Next recommended steps

vl _ — _ _ _
cIsco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

< Incidents
IncidentReported v Escalating Intrusion Clusters via Endpoint Exploits a

Reported by Cisco XDR Analytics (cisco-explorcorp-earth) &3 on May 14, 2024 @ 7:35 PM CEST
View detailed description

9 This incident started on **2024-04-05 19:15:01 UTC** and ended on **2024-04-11 12:23:05 UTC**, a total
span of approximately six days. The security alert chain indicated a series of suspicious and possibly
unauthorized activities within the company's network environment. Multiple devices were i... more

Detection Response Worklog Report

«” Expand

Devices \

6 Assets View all 134 observables

TOP ACTIVE TOP ACTIVE

(") @ pevice Malicious SHA-256
obsidian-WIN10 129 events

OS Version Issue o

Unknown File Name
H Endpoint DefenderUpgradeExec.exe

flint-win10.explorcorp.com ( 39 events ©-., Unknown File Path

@ Al Assistant

This incident started on 2024-04-05 19:15:01
uTC and ended on 2024-04-11 12:23:05 UTC, a
total span of approximately six days. The
security alert chain indicated a series of
suspicious and possibly unauthorized activities
within the company's network environment.
Multiple devices were involved with different
groups of alerts pointing to suspicious
processes, attempts at persistence, and
potential defense evasion tactics.

View long description

The incident is already assigned to users and
is in Incident Reported status. Do you want to
edit the users assigned to the incident?

( 5 ; )|
Contain Incident: URLs

. ' : |
Validate Eradicated Hosts and Unquarantine Assets

( X " " )|
Contain Incident: File Hashes

e415af393d9182435cc088e211babb40dael1bfbdd6ce4d687...

The Al Assistant may display inaccurate information. Make sure to
verify the responses. View our FAQs to learn more.

Cisco Security | 21
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Detections

|[dentify the most impactful incidents based on risk

92 8
7 3 6 Detection Asset

Risk Value at Risk

0-1000

Priority Score = Detection Risk x Asset Value

0-100

0-10

The Incident total priority
score used to prioritize
incidents

cIsco © 2024 Cisco and/or its

affiliates. All rights reserved. Cisco Confidential

Detection Risk composed of
multiple values:

« MITRE TTP Financial Risk
« Number of MITRE TTPs
* Source Severity

User Defined Asset Value
represent the value of the
asset involved in the
incident

Cisco Security | 22



Robust native
response options

Pivot menus
Act on an observable from various places
within XDR and other Cisco Secure products

Incident playbooks

Built in Guided, four stage process for
incident response, Bring your own playbook
and apply it when needed

Automation
Simple or complex workflows that can
iInvestigate and respond at machine speed

alaln . . ) , }
cIsco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Identify Affected Hosts

Add Note

Add note with summary of findings on the investigations of hosts found with malicious indicators

Contain Incident: Overview

Add Note

Overview of how to contain Indicators of Compromise to stop the spread of malicious activity

Contain Incident: Assets

Use asset-based containment to stop the spread of malicious activity.

Contain Incident: IPs

Contain IP indicators of compromise to stop the spread of malicious activity

Contain Incident: Domains

Add Note

Contain domain indicators of compromise to stop the spread of malicious activity

Contain Incident: URLs

Contain URL indicators of compromise to stop the spread of malicious activity

Contain Incident: File Hashes

Contain file hash indicators of compromise to stop the spread of malicious activity.

Implement Additional Monitoring

Go to Eradication —



Response

< Incidents

Ra Nnsomware @D o+ Escalating Intrusion Clusters via Endpoint Exploits and Process N

Reported by Cisco XDR Analytics (cisco-explorcorp-earth) I3 on 2024-04-09T20:09:19.8587 - 5 Linked Incidents

Recovery

O This incident started on **2024-04-05 19:15:01 UTC** and ended on **2024-04-11 12:23:05 UTC** a total
span of approximately six days. The security alert chain indicated a series of suspicious and possibly

AChieve automated ransomware recovery unauthorized activities within the company's network environment. Multiple devices were i... more
|everaging XDR automation, rule-based Overview Detection Response Worklog Report
triggering and Cohesity integration.

| Notes | AuditLog
« Restore a device to its previous known

gOOd state before infection. ® Created by: Automation Workflow
2024-04-09T20:09:28.743Z

« Automate snapshot taking and recovery
for devices to their known good state. [AUTOMATION RULE]

° Red uce dOWﬂtim es a nd tl me for Cohesity - Identify Restore Point for Affected Virtual Machines U started by Score greater than 800 &
recovery with end-to-end automation

alvaln _ . _ _ _
cIsco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Network Endpoint Email

S g e

Cloud Applications Identity

Cisco

3,802

el
CIsco

') Cisco XDR Ansiytics - ExplorCorp(earth)
Device Count Chart

Securs Endpolnt - ExplorCorp
Computers Summary

Open and Clear
extensible prioritization

57 Secure Network Analytics - ExplorCorp 741

Network

4,045 28,879

- ExplorCorp
MITRE ATTECK Tactics detected

i Lastour
Alert Overview Chart

') CiscoXOR Anslytics - ExplorCorplearth)
prs—

Automation and Streamlined
response guidance investigations

SecOps Analyst
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CISO

Your Infrastructure

Cisco Security
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