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Jakeé vyzvy dnes resime?

Mow
HIRING!

Je ¢im dal tim
tézsi najit,
a udrzet
bezpecnostni
specialisty

Mnoho firem
a instituci bylo
prolomeno nebo se
museli potykat s APT
utoky.

Neni dostatek Casu
investigovat
vsechny incidenty
a soustredit se na
ty podstatné
vystrahy

Bitdefender

Neprehledné
mnozstvi konzoli
a nastroju napric

nesourodymi

technologiemi



Bitdefender GravityZone

Layered security for Bitdefender

complete busiggagrotection Jak vybrat spravnou platformu ?

Modern businesses are more exposed than ever to cyber attacks. Nearly every technology is a potential
doorway for cyber-criminals to infiltrate your business. Bitdefender GravityZone provides complete
security that monitors and protects the technologies your adversaries are targeting with our patented

layered security solution, all fueled by Bitdefender’s threat intelligence and research teams.

GravityZone XDR

Delivers cross-source event
correlation and more with
dedicated sensors for Cloud,
Productivity Apps, Network,
and Identity

Cloud Sensor: Monitors
activity on the security
of cloud environments,
such as Amazon Web
Services® (AWS).

The Cloud Sensor
recognizes anomalies by
establishing a baseline of
normal behavior and
identifying when activity
deviates from the
baseline

Identity Sensor:
Identifies suspicious
authentication activity for
applications, DevOps
tools, databases, systems,
cloud environments, and
other critical resources.

Provides security teams
with tools to allow
disabling of suspicious
accounts or forcing a
credential reset of those
accounts

Productivity Apps
Sensor: Detects attacks
against or originating
from Office 365 accounts
and emails while allowing
security teams to respond
directly, such as by delet-
ing malicious emails

Network Sensor:

Monitors network traffic

for signs of attack,

including lateral move-

ment, data exfiltration

attempts, port scans, and

brute-force attacks B

Managed Detection
& Response (MDR)

Keeps your organization resilient with
24x7 monitoring, advanced attack

prevention, detection and remediation,
and pro-active threat-intel-based hunti
by a team of certified security experts

Bitdefender Threat Intelligence

Backed by a team of hundreds of specialists in data
science, reverse engineering, security research and
more. This function provides actionable threat data
from a lab which executes over 200k malware
samples a day, web crawling, email traps, honeypots,
monitored botnets, and data sharing with partners
and law enforcement

Management Console

Gives security teams full visibility
and control of their security stack
from one centralized location

Device Control

Control access and use of USB
or other external devices,
enabling security teams to allow
or deny external device
connections selectively.

Provides reporting on device
inventory connecting to the
managed endpoints

Full Disk Encryption

Consolidates encryption
reporting, key management and
recovery with endpoint security in
a single, unified platform to
reduce the risk of data loss or
theft while simplifying security
and compliance

Patch Management

Keeps systems and applications
up to date with a comprehensive
view of the patch status for

your Windows and Linux systems.
Configure maintenance
windows to control when
patches are installed with no
impact on productivity

Network Attack Defense

Uses machine learning and
heuristics to analyze behavior to
uncover malware activities like
lateral movement and brute force
attempts. Critical for laptops

and systems that operate outside
your network

Endpoint & User Risk Assessment

Scans for risks associated with misconfigurations, vulnerabilities,
and user behavior. Security teams can stay ahead and quickly act
upon them right from the GravityZone Console

Visit bitdefender.com to learn more

e stavajici platforma, kterou uzivate
ripravena i na budouci hrozby?

akym vyvojem prosla v posledni dobe?
ak vychazi v testech?

C CT O

Chrani efektivhe a spolehlive?
Pomuze Vam s analyzou incidentu?

Jakeé potrebujete lidskeé zdroje pro
spravu?



Bitdefender

a 2L

PRINTER VOIP WIFI E

LAN

IDENTITY

CLOUD

DOCKER TABLET EMAIL



)
(o N
Y7

118 1 .

Fo)



JAK TO ZVLADNOUT ?

issword

5QL Injection

Vishing Attack Attack

Viruses'
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Provozujeme celosvétové

Bitdefender 1800+ zaméstnancii ... Enterprise HQ v Silicon Enterprise business nejvétsi bezpecénostni
ZaloZen roku 2001 >60% Vyvoj a Vyzkum/ Valley (Santa Clara, roste +90% rok od roku infrastrukturu chré_nici
engineering California). Vyvoj hlavné >600 000 000 stroju ve

v Rumunsku 150 zemich




Bitdefender

UZNAVANY INOVATIVNI LIDR

PATENTOVE PORTFOLIO: 540+ SCHVALENYCH A DALSI PRED SCHVALENIM
PRUKOPNIK V OBLASTI NASAZEN| STROJOVEHO UCENI JIZ OD 2008.

Prvni detekce Prvni automatizovana Prvni Feseni loT

lelgyelel o detekce datovych tokd bezpecnosti

strojoveho uceni postavena na strojovém (Bitdefender Box)
uceni

2008 2011 2013

Prvni algoritmus se
snizenim Sumu
vytvoreny za ucelem
rozpoznani Spatnée
klasifikovanych vzorcu

2014° 20157 2016

Prvni prointegrovane PHASR
Nasftavftelpe , . reseni EPP S EDR ' Proactive
strojove uceni proti 0 obsahuijici Prevenci, O Hagdening and
cilenym utokdm Detekci, Odezvu a Attack
(HyperDetect) Bezpecnostni analyzu Surface
Reduction
[

2017 2018 2019 2022 2025

Prvni vyrobce ktery Vydani

Prvni pou,zm e Hyperwsqr—based ' wivoril nastavitelné pinohodnotného XDR
hloubkového uceni memory introspection e U

el " (HVI) strojové uceni bez feSeni (stdle
£a UCeIem zvysen agentove prointegrovaného s
ucinnosti detekce EPP)
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B Aktivace pomoci add-ond

PREHLED

SBER DAT DETEKCE KORELACE ZOBRAZENI INVESTIGACE REAKCE

Stanice

o

Servery &
jnery

Mobilni zafizeni

=L
D
>
D

Sit Autonomous
Response
Recommendations
Office 365 Organization-level attack
Event Correlation Threat Hunting Identity
] . Engine Live & Histori
Active Diractory ive istoric Response
Smiseekce Human readable
) Threat Endpoint
Azu_re Active Intelligence Incident Overview Response
Directory
Behavioral Forensics Email
Intune Detections Collection Response
Automated activity timeline
Securi
AWS ty Full Remote

Analytics Shell

GravityZone Cloud

Azure Cloud

Google cloud




Incidents

©

Threats
Xplorer

Suspicious Email Received < 2

4 Alerts <, 2

o

Network

®

w

Risk
Management S 4Alerts = 4
18 ISpICIo %
ition ‘, .
Policies
@ Exploit NRPC CVE-2020-1472 .
9 KerberosBruteForce
2
T P SuspiciouslLogin
EXIT POINTS
3 SuspiciousLogin
es s ‘» @ 4hlerts SuspiciousLogin
SuspiciousLogin
F 0% 0 = @ AttackBruteforce SSH
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Accounts c
®
Sandbox G
Analyzer
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Configuration
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Monitoring

@

Incidents

0]
0,

Threats
Xplorer

Network

Policies

@

Quarantine

E Y

Accounts

®

Sandbox
Analyzer

&
onfiguration

o . " e
) = =l= %
Overview Graph Alerts Response

83500 _

incident Severity Score Type of

SUMMARY

A potential network breach originating from 2 users has been detected as
part of 5 alerts affecting the following: 2 managed assets and 2 users.

Lateral Movement criginating from managed asset: BOB-PC and user: alice

has been detected in your network as part of 12

unmanaged asset: FILESERVER2 cloudofficelocal 5 managed assets and

user: bob.Multiple attempts to gain or maintain the persistence of a

ossil

possibl
malicious objects were detected in 3 alerts on managed asset: CFO-PC and

user: administrator@cloudoffice local These 3 managed assets were the

source of malicious
and 2 external ips.Sensitive data may have been exfiltrated to external ip:
t: CEO-PC

100.01171 based on 3 alerts originating from managed asse

ROOT CAUSE

The attacker gained access to the network because a malicious email was

received on 0365 user: alice on managed asset: ALICE-PC cloudoffice.local

from external address: gesteban.cloud@

to an external ip 100.01.1M

ATT&CK TACTICS AND TECHNIQUES

T1566 Phishing

Valid Accounts

o

T1190 Exploit Public-Facing Application

T1204 User Execution

Command and ‘5‘:([[:"(“‘,9 nterpreter

T1137 Office Application Startup

T1078 Valid Accounts

lerts affecting the following

gmail.com resulting in a connection

ORCANIZATION IMPACT
mo E2 &3 BS

HIGHLIGHTS

Exploit NRPC CVE-2020-1472 ZeroLo | =
gon

rity: High

Network Attack Defense has detected a crafted login attempt that
exploits an elevation of privilege vulnerability via Netlogon Remote
Protocol

m KerberosBruteForce Persistence

Severit

Medium

Possible brute force attack on a service server that uses kerberos
login

High

Shell code 11sed for nost exnloitation has heen lnaded inta memorv

curity Analyst N ﬁ O .

73\ INCIDENT Status ~
../ #582 Open v =

RESPONSE

ACTION NEEDED (49) EXECUTED (3)

CONTAINMENT
3 Users to block
8 Hosts to isolate

VIEW DETAILS

MITIGATION

1 IP address to block

2 File hashes to block

1 Security solution to instal on unmanaged asset
1 Email address to block

VIEW DETAILS

REMEDIATION

1 Email to delete
8 AM scans to run
8 System repairs to run

VIEW DETAILS

LIAMNERIRS



POMOCNIK S INCIDENTY Bitdefender

Incident Advisor

Incident Advisor

Human readable

Response Recommendation Framework Incident Summary

Human readable
Root-cause analysis

Organization
Impact

Root-Cause Analysis

Incident Summary

Endpoint Response

0365, Identity

()
=
(@)
c
L
C
O
D
©
()
| -
| -
@)
@)
©
| -
)
c
)
O Response
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Bitdefender

Jake otazky
Vam incident
Advisor
automaticky
zodpovi ?

Pri navrhu poradce pro incidenty jsme
vychazeli z nasledujici myslenky:

- bez ohledu na uroven dovednosti musi
analytici pri prvnim pohledu na
bezpecnostni incident pochopit nasledujici:

* co se vubec stalo?

* kdy to zacalo?

 kam se to rozsirilo?

* jak reagovat?

* pro€ to bylo vubec mozné?

* jak to muzeme zmirnit, vylégit?

« jak mame zamezit dalsimu sireni?

17



/\ Speed

Coverage Quality

Noise

Bitdefender

MITRE Engenuity ATT&CK® Evaluations 2024

Palo Alto ) . :
Networks Mean
Visibility
99%
(data collected)
Reported
, (not actionable) BN
Reported
5%
(actionable) ¢
Were any Red Team
activities missing from N/A
___incidentreports?
MTTD 2
(minutes)
Emails + Alerts 519
Total
Emails 130
Total Alerts 389
in Console

18

63%
N/A
40
o’
112

198



UMELA INTELIGENCE

o STROJOVE UCENi




Game
Changer

GeForce RTX 50 Series,
powered by Blackwell
and Al.

=. | GEFORCE
rSI%A RTX

Powering Advanced Al

A»/




Inovace v Al a ML Bitdefender

| First tunable machine | Anomaly Detection in | GravityZone Al
am learning EDR Assistant
Bitdefender HyperDetect enables Anomaly Defense leverages Al The Bitdefender GravityZone Al
am organizations to fine-tune ML technologies to build behavior Assistant leverages Large
:echnolagies detection and stop advanced attacks baselines and spot anomalies with Language Models (LLMs) to
' ' at pre-execution. minimum noise. streamline and simplify threat

investigations by answering
analysts’ questions instantly.

2017 2020 2024

| | | | s | 0

2014 2017 Native XDR with
human-readable

Fileless Attack Incident Advisor

Protection Bitdefender Native XDR uses ML to
. automatically correlate and
First use of dEEp Using custom ML models to perform consolidate threat signals across
|earning feature extraction from command endpoints, identities, apps, network,
lines and PowerShell scripts stops clouds, mobile devices and beyond.
The first use of deep learning Al file-less malware. This research The Incident Advisor answers all key
algorithms to increase detection earned us the "Key Innovators” title analyst questions in a human-
| rates. | by the European Commission. | readable format.




Skutecna ochrana Bitdefender

180+ TOP partneru licencuje
REAL-WORLD PROTECTION TEST Bitdefender
= . . -
: f Kazdou minutu zjistime 400+ hrozeb
i
- s
= Bitdefender CrowdStrike Microsoft Trellix Sophos _
. Blocked i:nrﬂpr:-rnl-_-:ed
. User dependent & False Positives

Av=-Comparatives | Business Secunty Test 2023 (August — Movember)

Vice nez 80 000 vzoru chovani
skodlivéeho kodu

22



Cemu véfime a na éem stavime Bitdefender

Verime, ze umela inteligence je pro
obrance vyhodngjsi nez utoCniky

V Bitdefenderu spoléhame na vedu,
ne na spekulace

Neustale prehodnocujeme vektory d
utoku

4

23



Proti Cemu stojime Bitdefender

Socialni inzenyrstvi
podporovane umelou
inteligenci

Malware a ransomware
generovany umelou
inteligenci

Automatizovane utoky a
pruzkum

24



Hypel’D etect Bitdefender

Bezpecnostni vrstva, ktera zlepsuje obranu proti pokrocCilym
hrozbam

Vyuziva lokalni ML k identifikaci hrozeb

 Bezsouboroveé utoky

i el « Exploitace
&EE/% | . Cilené ttoky

/88  Ransomware

 Grayware

25



KLASICKA BEZPECNOST




Narodné centrum kybernetickej bezpecnosti SK-CERT
analyzoval nedavne medializované utoky. Tu su
podrobnosti a odporucania




Malvér ma nasledujice schopnosti:

e deaktivacia antivirusového softvéru (vypnutim funkcii, antivirusovy softvér sa po deaktivacii nadalej javi ako

' *

funkény, ale zmeny mozZno pozorovat v jeho nastaveniach

zmazanie lokalnych udajovych struktdr, ktoré by mohli napomoct obnove (shadow copies)

e sifrovanie lokalnych suborov
e identifikacia a Sifrovanie priecinkov dostupnych po sieti *

Proces je pritomny v pamati a po vytvoreni novych suborov ich automaticky znova

zasifruje.

Preventivne odporucania:

e majte k dispozicii zalohy, preferovane v offline forme (cold stand-by)

e nikdy nezalohujte formou kopirovania dat na sietovy priecinok, ale vyuZivajte zalohovaci softvér, ktory data z
pocitacov sam stahuje

e na zalohovaci softvér, virtualiza¢nu platformu a diskové uloZiska nikdy neumoznite prihlasenie s doménovymi
Uctami. Pouzivajte na nich jedinecné hesla, ktoré nebudete mat uloZené na pracovnych staniciach

e nepublikujte sluZzby ako RDP a/alebo VNC na verejnych IP adresach. Pri potrebe vzdialeného pristupu pouZite
Sifrovany VPN orictup ktorv bvva benou sticastou sietovvch firewallov e tie? mozne 7volit niektory 7 volne



Zalohovani vs Obnova Bitdefender

{0 INCIDENT RTO
Hodiny

>

»r A

Ztracena data Vypadek

29



Ransomware Mitigation Bitdefender

* Dulezité je, ze tato metoda nespoléha na sluzbu VSS
Shadow Copy ani na jina reSeni statickeho zalohovani,
protoze tato zalozni data jsou témer vzdy odstranena !

 Pozadavky na odstraneni stinovych kopii jsou jednim ze
spoustécu incidentu EDR.

 Pomoci tohoto pristupu zajistujeme zmirneni ransomwaru |
proti dosud neznamym variantam ransomwaru.

30



Ransomware Mitigation Ransomware Mit

« Ransomware Mitigation vyuziva technologie

Monitor:

detekce a napravy, ktere chrani vase data pred

Locally

utoky ransomwaru.

At uz se jedna o znamy nebo novy ransomware,
GravityZone detekuje neobvyklé pokusy o Sifrovani

a proces zablokuje.
Recover:

* Nasledne obnovi soubory ze zaloznich kopii do On demand

puvodniho umisténi.
O Automatically




Zalohovani vs Obnova Bitdefender

s Bitdefender Ransomware Mitigation

RPO 0 INCIDENT RTO maximalné
Hodify sekundy

»

N O

Ztracena data Vypadek

kY



A to rozhodne
neni vse




BEZPECNOST VIRTUALIZACE

Snizeni ndkladl na infrastrukturu \
Pocet konkurentnich VDI Sessions AZ 0 36% RYCHLEJSI ODEZVA APLIKACI

No Antimalware 248 ~ v 4. ) .
Cas odpovedi nestresovaného systéemu [ms]

Bitdefender GravityZone SVE

Multi-Platform No Antimalware [JESI
Bitdefender GravityZone SVE ”
(Agentless with NSX) Bitdefender GravityZone SVE Multi-Platform \-
TrendMicro Deep Security m Kaspersky |G
McAfee MOVE (Agentless with I TrendMicro Deep Security (Agentless with NSX) | NSESH
NSX)
TrendMicro Deep Security TrendMicro Deep Security ‘_
Agentless with NS
(he X Bitdefender GravityZone SVE (Agentless with NSX) [ NESE
persly Symantec Endpoint Protection \_
Symantec Endpoint Protection 147 McAfee MOVE (Agentless with NSX) ‘_
110 130 150 170 190 210 230 250 700 900 1,100 1,300

Snizeni naroku na infrastrukturu = ispora nakladu (VSI LOGIN:testy)



PHASR

Bitdefender

Kazdy uzivatel je jedinecCny a proto pristup k tomu jak sve zarizeni
vyuziva nebo napr. ktere aplikace Ci nastroje jsou nezbytné pro jeho
kazdodenni pracovni Cinnost je treba vyhodnotit zvlast.

Proactive Hardening and Attack Surface Reduction

Proaktivni vytvrzeni ochrany a snizeni utocne plochy pro utocCniky

User; Attack
Surface Protection

Attack Pattern Identified
by the attacker

JJJJJJJJJJJJJJJJ

JJ"'\-].Ix \'

User, Attack

Surface Protection

Y o
4= EERRRENNNRENNN
. )

Usér3 Attack

Surface Protection

User, Attack

Surface Protection



ANALYZA RIZIK Bitdefender

Bitdefender ¥ Risk management dashboards
GravityZone

1%

Company risk score Score Score over time Scanned r...

Home reakdown
12
Monitoring -
Resources.. 10 10 e
Dashboard
11 Identities .. 1 3
Executive summary
Low Industrys... 0 6
Health dashboard
" addressing what needs to be CVES 4 Scanned i...
ASM dashboard B LVES:
2
Incidents O
0 107
Blocklist gord® e qadt e eegdd L ged e
ks | _.\:;_::.__. AL Sa =
Search
Custom detection rules
_ o tributi
Custom exclusion rules sk distribution
Cindinge s rara il oF Tdantit . s
Threats Xplorer e 887% HH VIR aDILLES 4% HENTIy TISks 8%
Network
Network
op findings Top vulnerable apps Top identity risks

Patch inventory




S HO DA S N ISZ Bitdefender

23 0 s e gl © Compliance

GravityZone

Compliance posture Save as Y i

Home . —_ . R T T
Overall compliance Compliant checks lon-compliant checks gnored checks
Monitorin (o)
E 76% 7.2K 2.2K O
Dashboard
Executive summary ( DOWNLOAD REPORT )
HEElth dElEhbDEFd — Compliance standarc \ Score
215 vB.0 - ol - Reset filters
ASM dashboard clsved 8
Incidents CISv8.0 Section ID Score compliant
Blocklist NIS2 Directive (EU) i
' ' Bemen S 5% 2
Search ISO/IEC 27001:2022 bement ] T5% 24
. (EWY
Custom detection rules GDPR (EU) bement 2 ] B81% 13
. S0C2
Custom exclusion rules sement 8 CE— 91% 62
DORA (EU)

Threats Xplorer . _ )

8.8 Audit Log Management 8 - 9% 3
Network

8.9 Audit Log Management 8 A 100% Q 4
Network _ .

9.1 Email and Web Browser Protections 9 54% 1.2K
Patch inventory

9.3 Email and Web Browser Protections 9 oasssssssssss——  100% & 112

Installation packages



EXTERNI ZRANITELNOSTI

Bitdefender -

CravityZone

Home

Monitoring

Dashboard
Executive summary
Health dashboard
ASM dashboard

Incidents

Blocklist
Search
Custom detection rules

Custom exclusion rules

Threats Xplorer
Network

Network

Patch inventory

Installation packages

Attack surface management

EASM

Last scan
24 March 2025, 21:03

( SCAN CONFIGURATION )

s A

Total number of ASN reports 14 Comains 84
assets
Similar
Certificates 123 domains 16

ASN reports

(7]
[T}
M
[T}
1w

Next scheduled scan
31 March 2025, 22:00

DMS records 21 IPv4 addresses 35

IP blocks 17 IPvE addresses 23

Discovered assets per week

440
400
360
320
280
240
200
160
120
a0
40
1}

Bitdefender

Ermnails 0

Services 0



Bitdefender

BUILT FOR RESILIENCE

Dekuji za pozornost
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