%» paloalto’

Future of Al and
Cyber Security







We Are Just at the Start of the Al Journey 5B users

Autonomous,
Social Reasoning

5B Users 3B users 'O
Predictive, & ¢
Semiautonomous, PN ’
Self-Learning &
4
4
L
\ 4
1B users J o,
\ o
Reasoning and Logic, o 4 s
500M users Complex Analytics s*
4
250M users Multimodal, . S -
Fully Explainable, e®
. O-=
Natural Language Personalized -®
Summarization, - -
Creativity, Translation 'e Re -

2022 2024 2027 2029 2032 2034




Al Is Already the Fastest-Growing Technology in Our History
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Cybersecurity Has Seen Progress Toward
Autonomous Security

:Automated

ML-Based -Workflow Automation Dashboards — AlOps
Signature-Based Prevention RPA — SOAR
Attack Prevention NN ) -
IDS — IPS






Al Will Significantly Accelerate and Scale Ransomware Attacks

Unit 42 Casefile: What if Black Basta Attack Leveraged Al?
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. We're Ready f
Precision Al the Al Fight.
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