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We Are Just at the Start of the AI Journey
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1B users

AI Is Already the Fastest-Growing Technology in Our History

AI INTERNET

7 Years 23 Years16 Years

Source: Internet World Stats; assumed internet inception in 1982 after US DoD standardized TCP/IP protocol

MOBILE

250M users



Cybersecurity Has Seen Progress Toward 
Autonomous Security

Signature-Based
Attack Prevention

IDS → IPS

ML-Based
Prevention

AV → EDR

Preprogrammed
Workflow Automation

RPA → SOAR

Automated 
Analytics

Dashboards → AIOps
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Yet Being a Security Practitioner 
Is Still Too Complicated
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AI Will Significantly Accelerate and Scale Ransomware Attacks
Unit 42 Casefile: What if Black Basta Attack Leveraged AI?
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https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/reports/2024-unit42-incident-response-report.pdf

https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/reports/2024-unit42-incident-response-report.pdf
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AI Will Significantly Accelerate and Scale Ransomware Attacks
Unit 42 Casefile: What if Black Basta Attack Leveraged AI?

Privilege escalation
with attack path analysis

Ransomware 
3 hours

Exfiltration
becomes 2.6X faster with prioritized data
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4.5X 
Faster with AI

Ransomware Prep 
with jailbroken LLMs

https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/reports/2024-unit42-incident-response-report.pdf

https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/reports/2024-unit42-incident-response-report.pdf
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Precision AI™
Is How We Counter 
Adversarial AI

Leveraging the best 
of AI; avoiding the 
limitations

Precision AI

MACHINE
LEARNING

DEEP
LEARNING

GENERATIVE AI
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We're Ready for 
the AI FightPrecision AI 

AI-DRIVEN SOC PLATFORM

Real-time detection, investigation, 
and remediation with Precision AI

CODE TO CLOUD PLATFORM

Identify and remediate cloud security 
issues at scale with Precision AI

ZERO TRUST PLATFORM

Inspect connections and block 
attacks with Precision AI

CSPMADV
TP

ADV
URL

ADV
WF

ADV
DNS

DLP GP NG
CASB IoT DPSM CWP WAAS

CIEM VM-
Series SIEM

ASM ITDR TIM CDR

EDR SOAR NTA
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Thank You
paloaltonetworks.com
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