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Preteky v Al v 2026:
Od analyzy hrozieb a rychlosti utocnika vs.
asymetricka prevaha umelej inteligencie (Unit 42)

k autonomnej kybernetickej obrane (Projekt Glasswing)
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Project
Glasswin

- "The Breakout Moment” |




Jadro OpenBSD

Model autondmne odhalil 27 rokov staru
hlbokl systémovu zranitelnhost v jadre
OpenBSD, platforme sluziacej pre kliucovu
armadnu infrastrukturu s povestou

nedobytnosti.

"The Sandbox
Escape”

Kniznica FFmpeg

Al identifikovala 16 rokov utajent chybu
vo videokniznici, ktoru predchadzajuce
automatizované skenery overovali viac

ako pat miliénov krat bez povsimnutia.
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Test SWE-bench

Vo verifikovanom teste odhalovania chyb
model dosiahol ohromujuce skére 93,9 %.
Tieto poznatky su plynulo integrované do

ochrannych signatur Palo Alto Networks.



CYBERSECURITY IN THE AGE OF Al

w
aws ANTHROP\C

I E CROWDSTRIKE
CISCO X

THE

1 JLiNux == Microsoft

FOUNDATION

© 2026 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

s

¢
Google

<A NVIDIA

A BROADCOM

JPMorganChase

NNNNNNNN

%y paloalto’ guniTa2



O Agentix Command Center (last7D v ) 3
0 ’ (&)
2,234
@ PRE-CONFIGURED Automations
TRIGGERS 2,234 Plans

(Okrincng 2,656

2 e 1o FULLY EXECUTED
) . Endpoint Investigation Agent
ﬁ(* PLANS

- 154 Plans

N A
Network Security Agent
598 -
USER PROMPTS
i @) Threat Intel Agent

113 Plans
- IT Agent
Q 60 Plans
(Z@) + 8 Other Agents

176
PLANS TO
REVIEW

Total Open Cases Cases Resolved with Agentix MTTR External Interactions

57 (© Start Investigation ) | 81% l 42Min ' 3,523 @

o @Mk o

Azure AD|




QO COoRTEX () sentinelone

nnnnnnnnnnnnnnnnnn

== Microsoft &ROWDSTR'KE

- 0
EAVMRAY  [INTEL4TI,
= =l

rsTd® @ paloalto [wr

i slack @ SecurityAdvisor

{ STRATA FiiRTINET

oooooooooooooooooo

N THIT
Gcnecx POINT Cisco

@SailPoint  I@Pingidentity.

$.€ okta [ cYBERARK

QO CORTEX mimecast

oooooooooooooooooo

e Microsoft proofpoint.

© 2026 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Endpoint
Security

Malware
Analysis

Network
Security

Identity
and Access
Management

Email
Security

Analytics

& SIEM

Cloud
Security

Threat
Intelligence

Exposure

Management

ISTM

SASE

O CORTEX @Radar

llllllllllllllllll

splunk> /. exabeam

O CORTEX wiz' aws

nnnnnnnnnnnnnnnnnn N 7,

A\ Azure & Google Cloud

f7UNIT A2  .[i-Recorded Future

2] VIRUSTOTAL  § FLASHPOINT e@

oooooooooooooooo

RAPIDP)  Otenable

servicenow € Jira Software

A ATLASSIAN  PagerDuty

¢ Prismasase  CATO

Y SALD AT ST

N netskope > zscaler

7UNIT 42

llllllll



‘ ' I I I ‘ CASE ID: CL-STA-8843

Global \
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Styri hlavné trendy, ktoré budu v roku 2026 formovat oblast kyber-hrozieb

Al sa stal
prostriedkom na
znasobenie sily
utocnikov
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Identita sa stala
najspolahlivejsou
cestou k uspechu

utocnika
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Rizika v
dodavatelskom
retazci sa uz
netykaju len
zranitelného koédu,
ale aj zneuzitia
doéveryhodnych
prepojeni.

;__"_;;.

Statom
sponzorovani
utocnici
prisposobuju
taktiky
perzistencie
modernym
podnikovym
prostrediam.
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Utoky su za posledny rok 4-krat rychlejsie.
Al urychlila cely proces

Uto&nici scanuju nové CVE 72 minut od preniknutia Al umoznuje utocnikom
do 15 minut od ich po exfiltraciu skratit cely zivotny
oznamenia | | | | | - cyklus utoku

1. The Hacker News Q1 2025 CVE analysis 2. 2026 Unit 42 Global Incident Response Report, 25% of fastest cases
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From Vulnerability to Exploitation

w—— Mean TTE

The “Al
Vulnerabillity
Storm”:
Building a
“Mythosready”
Security
Program
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Pomatocny vstupny bod
Uto&nici nadalej vyuzivaju osved&ené techniky

All Other

16% ‘_l

Phishing

_ f 290/,

Takmer polovica
incidentov ma svoj povod
v phishingu/socidlnom
inzinierstve alebo v
zranitelnostiach softvéru.

Brute Force

8%

Insider Threat 7

8o, EL —— 'n't\',al ACCeSS Utoénici su. pragmaticki —
ectors Software/ rovnako casto vyuzivaju
API Vulnerabilities ludskeé chyby aj
Other Social ‘ 22% neaktualizované
Engineering | 3¢ J. systémy, aby sa dostall
11% Previously Compromised dovnutra.

= = | Credentials
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Utoé&nici zaéinaju upustat od Sifrovania
Aby dosiahli okamzity Uspech pred odhalenim

96%
O— 90% . | | - 92%
f -@- 89%
_2621 . _2622_ | | _2623_ | | _2624_ . ,2625_

% Podiel pripadov vydierania, pri ktorych doslo k sifrovaniu

Source: 2026 Unit 42 Global Incident Response Report



Utoénici uspeju vdaka trom zasadnym slabym miestam

Chybajuci kontext spomaluje Nezrovnalosti vytvaraju cestu Prilisna dovera vedie k lateralnemu
detekciu najmensieho odporu pohybu
korelovane udaje z viacerych , | | | ,
navzajom neprepojenych zdrojov nespravne nastai/en]a alebo : |dent|t,a zohrala/podstatnu
chyby v zabezpeceni ulohu v uspechu utoku
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J,e tu priestor na optimizmus:
Utokom sa da predist a bezpecnostné problemy sa daju vyriesit

Posilnite SOC, aby Zastavte utoky a N .

dokazal rychlejsie USRS ezk?ecny IZ;:’ otny
ok identitu pomocou CYKIUS aplikacit.

odhalovat hrozby a silnejSieho Od koédu po Cloud

reagovat na ne )
systemu IAM
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Unit 42 Global
Incident Response
Report 2026
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