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I'T na zacatku I'T pri provozu
deploymentu nové nove aplikace
aplikace
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Portfolio F5 nabizi na trhu to nejlepsi z oblasti
App Delivery s benefitem snizeni komplexity a
provoznich nakladu
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SECURITY Web app Secure Denial of Anti-fraud

firewall access service & anti-bot
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Application DELIVERY End-user
business logic App / web Ingress API Load
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FS je expert na L7/aplikacni bezpecCnost

Zakaznici v CR a na Slovensku — vice nez 200 instalaci

Finance — Banky, nebankovni instituce, platebni brany

Komercni sektor — Sazkové kancelare, utility, ...

Operatori — Telco, ISP, poskytovatelé ,manageovanych” sluzeb

Statni sprava, kraje, velke statni podniky
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Architektura, provoz a umisteni aplikaci se meni
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Jak jsme byli zvykli developovat aplikace Jak nyni developujeme aplikace




Architektura, provoz a umisteni aplikaci se meni
RISE OF APIS FOR MICROSERVICES

86% 60% 25%

Enterprises that expect Enterprises with Enterprises with over
microservices to be the microservices in pilot or 1000 APIs, driven by the
default application production, citing agility increased adoption of
architecture in 5 years and scalability as top microservices 3

motivators 2

1) https://lightstep.com/blog/microservices-trends-report-2018/
2) https://www.pingidentity.com/en/company/blog/posts/2018/security-and-it-professionals-concerned-about-enterprise-api-growth.html
3) https://www.globenewswire.com/news-release/2018/05/02/1494613/0/en/New-Research-Reveals-Record-Growth-in-Microservices-Is-Disrupting-the-Operational-Landscape.html
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Meéni se i struktura utoku

86% of internet threats target

web servers /\ =§> A
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85% of websites has at least 1 “\/.@/ '

vulnerability and an average of

56 per website -
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Millions of Bots actively attacking

https://lwww.f5.com/labs/articles/threat-intelligence/how-cyber-attacks-changed-during-the-pandemic



https://www.f5.com/labs/articles/threat-intelligence/how-cyber-attacks-changed-during-the-pandemic

Web developer Web developer
with a job without a job




OWASP

Open Web Application
Security Project

A broad consensus on the most critical web app flaws

https://owasp.org/www-project-top-ten/

Mitigation for well-known attack vectors that persist

Coverage is a mandatory minimum for some
regulatory requirements such as PCIl DSS

F5 complies with 2022 OWASP Top 10

Beyond OWASP protection: bots, credential theft, app
DoS, threat campaigns
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IN=l[syl FS5 OWASP Top 10 Compliance Dashboard

£ A1 Injection

I A2 Broken Authentication

O A3 Sensitive Data Exposure

D A4 XML External Entities (XXE)

I AS Broken Acceoss Control

I AG Security Misconfiguration

I A7 Cross-Site Scripting (XSS)

I A8 Insecure Deserialization

0 A9 Using Components with Known Vuinerabilities

O A10 Insufficient Logging & Monitoring
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https://owasp.org/www-project-top-ten/
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Co je a ProCc “ WAF ”
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WAF — Webovy Aplikacni Firewall

* Negative Security * Positive Security
o Attack Signatures o File types

o Threat Campaigns o URLs

o IP Intelligence o Parameters

o Headers & Cookies
o Methods
o Content Profiles (XML, JSON...)



Traditional VWWAF F5 Advanced WAF

OWASP Proactive Threat
Top 10 ” Bot Defense Campaigns

SSL/TLS SSL/TLS Credential ref(?ent'al
Inspection Inspection Protection Stuffing
App-Layer API
Scripting @ Scripting % DoS Prcgicection‘ Security
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Co se zméni implemetaci WAF?

* Okamzita eliminace TOP bezpecnostnich problému
e Vyssi viditelnost a schopnost predvidat utok

* Nezavislost na vyvojovéem tymu a verzich SW tretich stran
 Shoda v ramci ZoKB §20 ods. 3, ods. 4



FS5 BIG-IP Full Proxy Architektura

* Kompletni oddéleni klienstkého a serverového provozu

Klient F5 BIG-IP Server

— TCP VE| TCP
‘ ‘ > L — W ] > @ Csaj as?
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Load Balancing

TLS Sifrované spojeni Logovani TLS Ne/sifrované spojeni
Sprava SSL/TLS
HTTP/2, QUIC Virtual patching HTTP/1.1
Nové protokoly
Aplikacni data Health Monitoring Modifikovana data
— —_—

U’[ K ikaci Analytika provozu
OK na aplikaci
p— Web Security

Bot defense

Autentizace

Autorizace
SSO

Default deny device
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Pripadove studie
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Use Case #1

PROVOZOVATEL PUBLIC IT SLUZEB

 HW Platformy BIG IP, funcionality LB, WAF a FW/DDOS

* Publikuje pres 200 webu

* Nastaveni WAF “vSeobecnym” zpusobem, neni uplna visibilita na Backend

* Funguje ochrana proti Brute Force utokum, kontrola "HTTP protocol compliance
* Jednoduché prirazeni Signatur pro konkretni URL/Parametr/Header

 Flexibilni Loggovani — maskovani hodnot citlivych parametru, vypnuti posilani
nékterych eventu do syslog

* Eliminace velkého mnozstvi utokd diky “IP Intelligence”
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Use Case #

IT ORGANIZACE MIFI

 HW Platformy BIG IP, “BEST” Bundle

* “inteligentni” Geolokace — priklad:

k vybranym aplikacim je povoleny pristup jen z vybranych zemi (napfr. V4)

e Let's Encrypt - automatické generovani a vydavani SSL certifikatu

 APM - na autentifikaci uzivateltu se vyuziva volani RRP backendu (Gemalto)
pres SIDEBAND volani z F5 iRule ( F5 scripting language) —

timto zpUsobem je moZno naintegrovat prakticky cokoli, co ma APl nebo WEB .

« Usp&%na mitigace 3-4Gpbs DDOS utoku na Prezident.sk,
ve spolupraci s providerem (SWAN)
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Use Case #3

PROVOZOVATEL “STATNIHO” CLOUDU

HW Modularni platformy F5 Viprion ( skalovatelnost) BIG IP
Separatni tenanty pro jednotlivé “zakazniky” (desitky)
Zajisteni vysoké dostupnosti ( modul LTM)

Terminace SSL

Globalni vysoka dostupnost a geolokace (modul DNS)
Upgrade o WAF a AAA dodatecné v prubéhu provozu
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Funkce F5 Loadbalanceru a WAF “Iin 1 box”

* VVysoka dostupnost provozovanych aplikaci

* Akcelerace aplikaci

* Ochrana kritickych aplikaci v internetu a interni siti
* Single-sign-on, autentizacni brana

e Eliminace nalezu z Penetracnich Testu v aplikacich
e prip. DDoS, Anti-Bot ochrana



Podporujeme jakykoli “ Use Case”

e HW Plarformy BIG IP a VELOS ( On-Prem)
BIG IP Virtual Edition (On-Prem, Cloud)
* As-A-Service

* Flexibilni licencovani — Perpetual, Subscription, per “Consumption”

211 ©2018 F5 NETWORKS



Nejvetsi vyhoda — Silny lokalni tym a podpora







